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ATTENTION!

Contact your telephone provider for information on GSM and GPRS service costs. It is best to
quantify log and SMS costs before setting up and installing Z-GPRS3, Z-UMTS, Z-LOGGER3.

The use of Z-GPRS3 and Z-UMTS in data roaming mode (for example, abroad with an Italian SIM
card) may generate unexpected costs. Contact your telephone provider for further information.

IN NO CASE MAY SENECA OR ITS SUPPLIERS BE HELD LIABLE FOR ANY LOSS OF DATA, INCOME OR
PROFIT DUE TO INDIRECT, CONSEQUENTIAL OR INCIDENTAL CAUSES (INCLUDING NEGLIGENCE)
DERIVING FROM OR CONNECTED WITH THE USE OR INABILITY TO USE Z-GPRS3, Z-UMTS AND Z-
LOGGER3, EVEN IF SENECA WAS INFORMED ABOUT THESE POSSIBLE DAMAGES.

SENECA, ITS SUBSIDIARIES OR AFFILIATES OR GROUP PARTNERS OR DISTRIBUTORS AND SENECA
DEALERS DO NOT GUARANTEE THAT THE FUNCTIONS FAITHFULLY MEET THE EXPECTATIONS AND
THAT Z-GPRS3, Z-UMTS AND Z-LOGGERS3, ITS FIRMWARE AND SOFTWARE ARE FREE FROM
ERRORS OR WORK UNINTERRUPTEDLY.

SENECA HAS TAKEN THE UTMOST CARE AND CAUTION IN DRAFTING THIS MANUAL. HOWEVER,
IT MAY CONTAIN ERRORS OR OMISSIONS. SENECA SRL RESERVES THE RIGHT TO MODIFY
AND/OR VARY PARTS OF THIS MANUAL TO CORRECT ERRORS OR TO ADJUST TO PRODUCT
FEATURE CHANGES WITHOUT ANY PRIOR NOTICE.

ATTENTION!

-Contact your telephone service provider for GSM and GPRS service costs especially when using
Z-GPRS3 or Z-UMTS with a sim card issued by a country other than the one in which it is used
(international roaming).

-It is best to estimate telephone costs before setting up Z-GPRS3 and Z-UMTS.
-The cost of each SMS is set by the telephone service provider.

-GPRS send/receive costs can be tied to Kbytes sent/received, a monthly ceiling included in a
package or GPRS connection time. Contact your telephone service provider for further
information.

-Check the data quantity sent via GPRS and SMS before using Z-GPRS3 and Z-UMTS.

Please remember that mobile phone service providers consider the entire communication that
permits file transmission as data traffic (and therefore data transmission overhead, the number
of connection attempts, etc. must also be included in the count) and not just the dimensions of
each 2G/3G transaction.
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1. PRELIMINARY INFORMATION ON SEAL

This manual wishes to introduce you to SEAL programming for Seneca RTUs.

Further information about SEAL can be found in the SEAL online help; further information on Z-GPRS, Z-
UMTS and Z-LOGGERS3 can be found in the user manual.

Each function Block has a help key leading straight to the explanation of the block:

reeerey wanpa  wpouvie

1.6.8.1. Control Block SEC: Simple Event Logic
Contenuto Indice  Cerca

Control
= 3 1. SeAL (Seneca Adva
E?] 11 What's new| [ ]
P12 Mgatingfre SECL L] Outpu
m 13 Migrating frc Input Event 1 [ IMPLE [ Outpu
214 Installing Se {— EVENT
7 @ 15 Getting Star Input Event2 | J
2 @1s User Interfar InputEvent3 | |
1.6.1. Select Tar f
[2) 1.6.2. Project Fon Input Event 4

® @ 1.6.3. Project Mai
& @ 1.6.4. The Projec
& @ 165. Event Bloc
& @ 1.656. Variable Bl
& @ 1.6.7. Function Bl

This block is a simplified logic state-machine for the SEAL program.
Up to 32 Event Control blocks can be configured in the Graph Panel.

= () 1.6.8. Control Blos © SEC1 Event Control o] ® ==
@ 1681
1682 SEC1
@ 1683
@ @ 1684, el Bt Cont ‘
@ @ 1685. ot Loge [AND v e
7 @ 1686 ( )
= Send SMS - Wat for Notfication Acknowledge
® @ 1.6.9. Action Bloc > . o
® Q 16.10. To Profie | Operator M| Appendto Info Events
161,
@17  AdvancedF Block Irfo
7 @ 18 Update RTL & Finck SIMPLE Ve
® @19 Update RTl
© @ 1.10. Extended Phc / : =
7 @ 1.11. Sending E-Mz (@] [ aey [ canceL
[2) 1.12.  Running DTV
1.13. Sending DTM * Input Logic: up to 4 input events can be configured in AND/OR
[211.14. TROUBLESH lnmin

1.1.EVENTS - LOGIC - ACTIONS

SEAL (SEneca Advanced Language) is a configuration and programming software for Seneca RTUs.
SEAL allows making simple programs using an approach such as:

EVENTS -> LOGIC -> ACTIONS

Events, Logic and Actions are called function blocks that are interconnected among themselves with
threads, creating chains.

A chain example is for instance:




QUICKSTART SEAL - MI004474-E

LOGIC

) FALSE

ACTIONS

EVENT
7
EV14
DIN1 [
ALM
.

Event DIN1 ALM (alarm on digital input 1) is connected to the SEC (Simple Event Control) control logic, if
the event is false (and therefore there is no alarm), the "FALSE" action is carried out (the output to relay 1 is
not energized); if the event is true (and therefore the alarm is active), the "TRUE" action is carried out (the

L

A12
DOUT1
OFF

TRUE

J/

output to relay 1 is energized):

1.2.EVENTS

In SEAL Events can be found in the Events folder:

m
=)

F=<4] Blement Types
Lf_i =] Events

- RTC
- AIN1
- AIN2
& DINT
- DIN2
- DIN3
- DIN4
- DOUT1
- DOUT2
& SYS

Al3

DOUT1
ON

I+

H) Vanables
®

|

B Functions
- Controls
@ Actions
@ Messages

B’A

®

Events include: Alarms on analogue (AIN) and digital (DIN) inputs, etc...

An event can only be boolean (digital), so it can be either true or false.

Apart from predefined events, it is possible to join a variable with a function generating a new event.
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In this example, two modbus variables have been defined, “Test_ VAR1” and “Test_VAR2”, if “TEST_VAR1” >
“TEST_VAR2” the "TRUE" action is performed and the output to relay 1 is energized, otherwise the "FALSE"

action is performed and the output to relay 1 is deenergized.

-
' ~ FALSE A12
VM1 = SECt  F J 8?;”“
TEST_VAR1 !
- - CMP_ABS ] M T O
":] >0
VM2 L J A13
TEST_VAR2 = ] DOUT1
FUNCTION TRUE ON
N > § ]
VARIABLES
N
L J- Loaic ACTIONS
EVENT
Therefore the variables connected with a function form an event.
- Vari?les _
ﬂ Functions EVENTS
e R
-
VM1
TEST_VAR1 O] PCS
CMP_ABS -
>0
VM2
TEST_VAR2 ]
FUNCTION
N
VARIABLES
i >

EVENT

1.3.LOGIC

The logic allows selecting which actions must be performed if the event is true or false.

The function blocks that execute the logic are in the "Controls" folder:
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SR=] Element Types
il Events
- Varables

(- Functions
(=4l Controls 3
- -1 1072] CAL Calendar Control
-1 [0/4] TRG Timed Trigger Control
-1 [0/8] TMR Timer Control
%7 [1/32] EC Event Control
¥ [1/32) Simple EC Event Control
S g [1/32] Alam EC Event Control )
[+ Actions
- Messages

{ru ]
nd

A

The number in square brackets [xx/yy] has the following meaning:
xx = Number of function blocks of the stated type used in the current project

yy = Maximum number of usable function blocks of the type stated

1.3.1. SEC: SIMPLE EVENT CONTROL

The most useful function block is SEC (Simple EC Event Control), and, as you can see, a maximum of 32 SECs

can be used.

SEC separates "False" and "True" events:

ACTION "FALSE"

SEC1 >

EVENT < n E___.————)
ACTION "TRUE"

Double-clicking on the function block, the settings of Simple Event Control are displayed:
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@ SEC1 Event Control

Simple Event Control
Inputs
Input Logic AND
Send Nothing
To Profile
Block Info
Block Fur n Description
|
(2)

SEC1

e Simple Event Control A

[] Append Notification to SysLog

APPLY CANCEL

SEC can process from 1 to 4 inputs, if > 1 it is possible to choose the input logic:

€D SECT Event Control

SEC1

Simple Event Control

Inpits

A —
To Profile
Block Info

Block Function Description

(@]

= *

Configura Simple: Event Cantrol Actions

G Output Pad 1
B Cutput Pad 2

[] Append Notification to SysLog

APPLY CANCEL

That is input events must all be true (AND) or just one (OR) must be.

It is possible to associate sending text messages or audio calls with "Send":
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@) SEC1 Event Control — X
SEC1 Configure Simple Event Control Actions
Simple Event Control
Inputs =

Audio Call
Audio Call + SMS
Audio Call + Email

APPLY CANCEL

If you want events to be displayed in the event logger, flag the "Appen Notification to Syslog" checkbox.

1.4.ACTIONS

Actions are available in SEAL in the Actions folder:

=-4m Element Types
(-l Events
(-fl Variables
(-l Functions

i+l Bxtended Variables
-l DIN1
(-l DIN2
-l DIN3
- DIN4
- DOUT1
- DOUT2
- LOG
- GSM
-l APP
&l DIN
(-l DOUT

\__ G-l SEC
3] i Messages

Actions are available on meters, digital outputs, logs, etc.

Sending a text message (or an audio call) is considered a particular action and must be managed through
Messages and the configuration of the logic block:

10
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@ SEC1 Event Control - X
SEC1 Configure Simple Event Control Actions
Simple Event Control
orts 1] @ Output Pad 1
@ Output Pad 2
Input Logic | AND
N
Send Nothing v Wa o
To Profle A gio Cal [J Append Notfication to SysLog
Audio Call + SMS
Info Audio Call + Email
SMS
Email
Block Functio| SMS + Email I I ]
Hitp Post
SMS + Hitp Post

-/
(?) APPLY CANCEL

Messages can in turn be connected to the real action (that can be there or not).

For instance, it is possible to send an SMS if a threshold is exceeded on analogue 1, doing it this way:

MSG1
ALARM THRESHOLD RETURNED!
SECT O
] O
MSGO é
ALARM THRESHOLD EXCEEDED!

It is also possible to follow the messages with the command of digital outputl:

MSG1 A12
ALARM THRESHOLD RETURNED! 1] DOuUTI

e OFF
SEC1 O
] O
| Al3
MSGO | P ] DouT
ALARM THRESHOLD EXCEEDED! [ ON

2. COMPILING AND PROGRAMMING THE FIRST SEAL PROJECT

As an example, make a simple project for Z-GPRS3 step by step whose purpose is sending an alarm SMS if
there is a change of status of digital input 1 (DIN1).

11
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First of all, configure the target by choosing for example "Z-GPRS3":

Select Target *
\zGPRS3 |
] Show All Versions
@ | APPLY || cANCEL |
) . . _ . ata GSM
Go to the configuration of the SIM card that will send the alarm SMSs by clicking on icon .
Now select the parameters of your service provider:
 Modem GSM Configuration — *
GSM Corfigure Madem GSM/GPRS Services [ Encble
Genewal | SMS | GPRS | Advanced |
SIM Operztor
Country |y v|
Operator [TIm v
Courttry Calling Code [+3a |
SIM Type
(® Voice (C) Data Only (NOT Sends/Receives Voice Call )
PIN
[ Enable PIN PIN Code
(@] arrly | | cancel
%

Add the telephone number to send the SMSs to, to the address book, clicking on icon =

Double click on "Administrator" and enter the number +3912346:

.'.|'| Users . X
‘B At
# Profile User Name Phone Number E-Mail
’ d strato
2 Manager User1 = Administrator X
3 Log Admin User2
4 | Net Admin Userd il
5

12
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% Users = I W
- |
# Profile User Name Phone Number E-Mail
3 i Administrator
2 Manager Userd
3 Log Admin ser2
4 Aert Admin Userd
5 Cperator Userd

The configuration is now complete.
Now it is necessary to program the alarm chain regarding digital input 1.

First of all, drag the alarm event or the DIN1 ALM function block onto the project:

58 SeaL Graph Editor v2.1 - [[Z-GPRS3] - NewProject]
File Edit Project Build Target Window About
Dl 92Q| @ € |p |~ 2%l 2 & GM ZENT ORC & CLOUD | BV

1] DELTA_ALM Event Con
1] TOT_ALM Event Condti

-+ WRK_ALM Event Condr
o DIN2 >
< >

=553 Graph Elements

Drag the function block of Simple Event Control logic:

13
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-] Element Types

(- Events

(- Variables

(- Functions

=i Controls
1] [0/2] CAL Calendar Control
171 [0/4) TRG Timed Trigger Contro
17 [0/8] TMR Timer Control
1] [1/32] EC Event Control
a EV14
11 [1/32] Alam EC Event Control DINf o

(-l Actions

(- Messages

SEC1

< 2

=)-s Graph Blements
M1 FV14 NINT Al M Fuent Canditinn

And then connect the event to the logic this way:

Left-click on A, keep pressing the key and release it on point B:

SEC1
EV14
DIN1
ALM
A B

Now double click on the function block of the "SEC1" logic:
Set the "SMS" to "Send" to the Operator profile.

Since the user is the Administrator, it is present in all profiles and so it will receive the SMSs:

@ SECT EXAMPLE SMS SEND Event Control - X
SEC1
EXAMPLE SM: SEC1 Corfigure Simple Event Control Actions
V14 1 SEND L
DINT = Simple Event Control
ALM
1l @ OuputPad 1
©@ Output Pad 2
Input Logic | AND
Send SMS v [ Watfor Notfication
ToProfile | Operator v [ Append Notfication to SysLog
Block Info
Block Function Description EXAMPLE SMS SEND
%) APPLY CANCEL

Now add the actions that are, in this case, text messages and add the first two Messages: MSGO and MSG1:

14
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SEC1 _

(] SEND
EV14 MSGO
DIN1 —[_— | O

Double click on function blocks MSGO and MSG1 to modify the default text with your message. Pay
attention that SEC1 has false event in pad 1 and true event in pad 2:

ACTION "FALSE"

EVENT
ACTION "TRUE"
SEct _
DXAMPLE S
EVi4 MSGO
DIN1 I:—,— u| O
ALM
© MSG1 Message X |
Event Notfy Message 1 (Max 103 chars)
[DIGITAL INPUT 1 ALARM ENDI| 1 |
Audo  [Ham end on digtal input 1 | O] (=]
i

15
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MSG1
[ ] DIGITAL INPUT 1 ALARM O
= s END!
-
EV14 MsGO
DIN1 —,_ 0 Ll
ALM
© MSGO Message X
Event Notify Message 0 (Max 103 chars)
[DIGITAL INPUT 1 ALARM ACTIVE] ]
Audo  [Aem on digtalinput 1 | [ [a]
(@] [ APy || cancer |

The final chain is obtained connecting the function block of the logic to the two messages:

MSG1
DIGITAL INPUT 1 ALARM
END!

SEC1

EXAMPLE SM
MSGO

] SEND
EV14
DIN1 —J—_ ] DIGITAL INPUT 1 ALARM
ALM ACTIVE!

Both the configuration and the project are complete so now it is necessary to fill in and send the project to
the RTU.

Using the Build menu, fill in checking there are no mistakes:

SeAL Graph Editor v2.1 - [[Z-GPRS3] - pirmo esempio]

File Edit Project | Build | Target Window About
W 9Q |¢P Generate F5  [clou
ca == P Generate and Send to RTU F6

.+ MSG1 "ALLARME TERMIN.

7] MSGO "ALLARME INGRES! l |

16
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Output Messages

# Level Facility Message ~
226 Debug Element SEC1 cfg.ev ctd 0.op. 3 msk = (k00000000

27 Debug Element SEC1 cfg.ev.ctd.D.op.3.equ = (00

228 Debug Element SEC1 cfg.ev.ctl.0.op.4 flags = (DD

225 Debug Element SEC1 cfg.ev ctl.0.op.4 msk = (00000000

230 Debug Element SEC1 cfg.ev.ctd.0.op.4.equ = 00

231 Debug Element SEC1 cfg.ev.ctd 0.op 5flags = (el

232 |Debug Element SEC1 cfg.ev.ctd.0.op.5.msk = B00000000

213 Debug Element SEC1 cfg.ev ctl.Dop.5.equ = 00

2 Info Build Time elapsed 0:0:0.128 "

P @ ]

No mistakes have been highlighted.

Now you can send the project to the RTU connecting the USB cable and then pressing "Connect":

Edit | Target I Window  About

[-e- Connect
a[ Convert Phonebook CSV

/> Open Audio Editor

= USBRTU Con_n«_@ﬂ“‘

(comao

@ Connected

v] Automatic

] (@]

COM Search

(@]

RTU ZGPRS3
FW  (x6200 330.0 GA 2.0.0.48 Boot 3200
APP 27669d2-5901-4eeb-8084-747824b410b

ver 012 [ G-
=

[ bisconnect | |

CLOSE |

Now send the project with Build -> "Generate and Send to RTU":

File Edit Project | Build | Target Window About
D WY Q| & Generate FS

P Generate and Send to RTU F6

17
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At this point, just short circuit terminal 15 and 13 to send the alarm SMS:

"DIGITAL INPUT 1 ALARM ACTIVE!"

to the configured number.

If the short circuit on terminals 15 and 13 is removed, another alarm SMS is generated:

"DIGITAL INPUT 1 ALARM END!"

18
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3. WEB SERVER AND MODBUS TCP-IP SERVER SERVICES

RTUs have two servers, the web server and the modbus TCP-IP server:

- WEB SERVER: allows to view the values of the logger variables in real time, simply using a web browser for
PC, smart phone or tablets. It is possible to see the status of the RTU, view any errors, download the log
files on the SD card, etc.

- MODBUS TCP-IP SERVER: allows to access in real time the values of the variables that are logged via
SCADA or Modbus TCP-IP client.

For the Modbus TCP-IP addresses of the RTU internal variables, refer to the user manual.

The Modbus TCP-IP addresses of the RTU extended variables are calculated when filling in, refer to the
filling in output:

Output Messages n
# Level Facility Message A
251 Debug Element APP cfg.app status_notify_flags.1 = (x00000000
252 | Debug | Bement APP cfg.app status_notify_flags.2 = (x00000000
253 ‘ Debug Element APP cfg.app status_notify_flags.3 = (x00000000
254 | Debug Bement | APP cfg.app debug_enable = (x00000000
255 | Debug |Bement PRT2 1:INVERTER_A 31793:Current Sting 1 var.w.0 = (0000
256 | Debug Bement [PRT2 1:INVERTER_A 31793.Current String var-w.1 = (<0000
257 | Debug |Bement |PRT2 1:INVERTER_A 31795:Current String2 varw.2 = (x0000
258 ‘ Debug Element PRT2 1:INVERTER_A 31795:Current String2 var.w.3 = (x0000
(259 | Debug | Bement PRT2 1:INVERTER_A 31797 Current String3 varw.4 = (x0000
260 | Debug | Blement PRT2 1:INVERTER_A 31797-Curent String3 var-w.5 = (<0000
261 | Notice ' Build | Slave Address Current String1:PRT2 1:INVERTER_A 31793 String1 Mapped to 41003
[262 | Notice ' Buid | Slave Address Current String2:PRT2 1:INVERTER_A 31795E§ Sting2 Mapped to 41005
1263 | Notice ' Buid | Slave Address Current String3:PRT2 1:INVERTER_A 31797 Sting3 Mapped to 41007
%4 |info | Build | Time elapsed 0:0:0.114 v
el Jlellx OK

3.1.ENABLING THE WEB SERVER AND THE TCP-IP SERVER

& NET
To enable the web server and the modbus TCP-IP server, click on icon = and set the parameters to
access the web server:

19
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@ NET Network Configuration - X

NET Configure TCP-IP Services

General | | Web/FTP Server | ModbusServer | Client Services

Web Server

Enable Web Server

FTP/Web Server Authentication

-
[ Enable Authentication

=
“

| I

APPLY CANCEL

To access the factory web server using a browser, enter:

http://IP/maintenance/index.html

where IP is the current IP address of the RTU (default 192.168.90.101).
To access the web server customised in the SD card using a browser, enter:

http://IP/index.html

where IP is the current IP address of the RTU (default 192.168.90.101).

To enable the modbus TCP-IP server:

@ NET Network Configuration = X

NET Corfigure TCP-IP Services [] Enable
General | Web/FTP Server | | ModbusServer | Client Services

TCP-IP Modbus Server
|21 Enable Modbus TCPP Server | Pot (502 |2

(7] APPLY CANCEL

The Modbus TCP-IP protocol uses port 502 by default, refer to your SCADA to set the correct port number.

3.2.REMOTE ACCESS TO THE WEB SERVER AND MODBUS TCP-IP SERVER

It is possible to access the modbus TCP-IP server and Web server remotely as follows:

20
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- CONNECTION VIA ADSL /Xdsl

For this type of connection, the Ethernet connection is used and the ADSL / xDSL modem must be
configured so that the server ports can be seen by the internet (port forwarding or virtual server according
to the modem model)

- CONNECTION VIA A GSM/GPRS MODEM

A GSM/GPRS PPP connection is used for this type:

@ Modem GSM Configuration - X

General | SMS GPRS | Advanced / /

Enable GPRS Service Enable PPP [ Enable RTC Sync

GPRS Access Point Name
APN ibox tim it \
[J APN Authentication Required

[[] PPP Authentication Required @® PAP (O CHAP

(?) APPLY CANCEL

No emails can therefore be sent via an SMTP EMAIL server since they require an SSL connection.

As to the remote connection, there are various types of SIM:

3.2.1. CLASSIC SIM WITH DATA TRAFFIC

This SIM is the most common and is normally used in smart phones. Typically, this SIM cannot be reached
directly because all incoming ports are filtered.. With this type of SIM you can only send log files and alarms
and can access neither the modbus TCP-IP server nor the WEB server.

If you need to connect to the RTU you must contact your service provider to have the SIM with "incoming
ports opened"

3.2.2. CLASSICAL SIM WITH DATA SERVICE AND INCOMING PORTS OPEN

This SIM is a classical SIM enabled for data service whose incoming ports have been opened by the service
provider. With this type of SIM you can access the modbus TCP-IP server as well as the Web server but the
IP address changes every time you connect (dynamic ip).

21
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To solve the problem, the RTU can answer the SMS (whose text is "NET") by sending the current IP address.
The Seneca OPC Server can also be used to connect to the Modbus TCP-IP server automatically, using a FTP
server that always keeps the last valid IP address.

3.2.3. SIM WITH PRIVATE APN

This SIM allows accessing a private network (external to the internet) and having a fixed and static IP
available. It is therefore possible to set both the web server and the Modbus TCP-IP server directly.
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